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quantity of any longer-maturity, lower-cred-
it-quality assets is clearly identified. Infor-
mation about fair values; yields; and nar-
rative discussions of objectives, risk man-
agement policies, and controls can also pro-
mote transparency of risk and should be in-
cluded. Such disclosures should be made
quarterly, and they should be made using av-
erage balances so that average risks can be
assessed—not just the risks on a given date.

2. Over the next few quarters, OFHEO will
discuss more specifically with the Enterprise
how these disclosures will meet the expecta-
tions expressed in this guidance. An example
of a disclosure format that may be used by
the Enterprise is available on the OFHEO
Web site at http:./www.ofheo.gov. However,
the Enterprise may disclose the risks in its
non-mortgage liquidity investment activi-
ties, consistent with the expectations ex-
pressed in this guidance, using a format of
its choice.

E—SUMMARY

This Guidance sets forth OFHEQO’s process
for evaluating the safety and soundness of li-
quidity non-mortgage investment activities.
OFHEO remains committed to ensuring the
Enterprises remain financially sound, have
appropriate control environments, and en-
gage only in financially sound business and
investment activities. OFHEO’s examiners
have been instructed to incorporate this
evaluation process into their ongoing safety
and soundness examinations. Examiners will
evaluate and test the Enterprise’s non-mort-
gage liquidity investment processes and ac-
tivities to ensure they are in compliance
with this guidance.
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A—INTRODUCTION

The Policy Guidance on Safety and Sound-
ness Standards for Information sets forth
standards pursuant to section 1313 of the
Federal Housing Enterprise Safety and
Soundness Act (12 U.S.C. 4513). The Guidance
addresses standards for developing and im-
plementing administrative, technical, and
physical safeguards to protect the security,
confidentiality, and integrity of informa-
tion.

1. Scope. The Guidance applies to informa-
tion maintained by or on behalf of the Fed-
eral National Mortgage Association (Fannie
Mae) and the Federal Home Loan Mortgage
Corporation (Freddie Mac) (collectively, the
Enterprises).

2. Preservation of Existing Authority. Noth-
ing in the Guidance in any way limits the
authority of OFHEO to otherwise address un-
safe or unsound conditions or practices or
violations of applicable law, regulation or
supervisory order. Action referencing the
Policy Guidance may be taken separate
from, in conjunction with or in addition to
any other enforcement action available to
OFHEO. Compliance with the Policy Guid-
ance in general would not preclude a finding
by the agency that an Enterprise is other-
wise engaged in a specific unsafe or unsound
practice or is in an unsafe or unsound condi-
tion, or requiring corrective or remedial ac-
tion with regard to such practice or condi-
tion. That is, supervisory action is not pre-
cluded against an Enterprise that has not
been cited for a deficiency under the Policy
Guidance. Conversely, an Enterprise’s failure
to comply with one of the supervisory re-
quirements set forth in the Policy Guidance
may not warrant a formal supervisory re-
sponse from OFHEO, if the agency deter-
mines the matter may be otherwise ad-
dressed in a satisfactory manner. For exam-
ple, OFHEO may require the submission of a
plan to achieve compliance with the par-
ticular requirement or standard without tak-
ing any other enforcement action.

3. Definitions. For purposes of the Guid-
ance, the following definitions apply:

a. Information means any record of an En-
terprise, whether in paper, electronic, or
other form, that is handled or maintained by
or on behalf of an Enterprise;

b. Information security program means the
administrative, technical, or physical safe-
guards used by an Enterprise to access, col-
lect, process, store, use, transmit, dispose of,
or otherwise handle information;

c. Information systems means any methods
used to access, collect, store, use, transmit,
protect, or dispose of information;

d. Service provider means any person or en-
tity, including any third party vendor, that
maintains, processes or otherwise is per-
mitted access to information through its
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provision of services directly or indirectly to
an Enterprise.

B—SAFETY AND SOUNDNESS STANDARDS FOR
INFORMATION

1. Information Security Program. Each En-
terprise shall implement a comprehensive
written information security program that
includes administrative, technical, and phys-
ical safeguards appropriate to the nature and
scope of its activities. While all parts of the
Enterprise are not required to implement a
uniform set of policies, all elements of the
information security program must be co-
ordinated.

2. Objectives. An Enterprise’s information
security program shall be designed to:

a. Ensure the security and confidentiality
of information;

b. Protect against any anticipated threats
or hazards to the security or integrity of
such information; and

c. Protect against unauthorized access to
or use of such information.

C—DEVELOPMENT AND IMPLEMENTATION OF
INFORMATION SECURITY PROGRAM

1. Involve the Board of Directors. The board
of directors or an appropriate committee of
the board of each Enterprise shall:

a. Approve the Enterprise’s written infor-
mation security program; and

b. Oversee the development, implementa-
tion, and maintenance of the Enterprise’s in-
formation security program, including as-
signing specific responsibility for its imple-
mentation and reviewing reports from man-
agement.

2. Assess Risk. Each Enterprise shall:

a. Identify reasonably foreseeable internal
and external threats that could result in un-
authorized disclosure, misuse, alteration, or
destruction of information or information
systems;

b. Assess the likelihood and potential dam-
age of these threats, taking into consider-
ation the sensitivity of nonpublic informa-
tion; and

c. Assess the sufficiency of policies, proce-
dures, information systems, and other ar-
rangements in place to control risks.

3. Manage and Control Risk. Each Enter-
prise shall:

a. Design its information security program
to manage and control the identified risks,
commensurate with the sensitivity of the in-
formation as well as the complexity and
scope of the Enterprise’s activities. Each En-
terprise should consider whether the fol-
lowing security measures are appropriate for
the Enterprise and, if so, adopt those meas-
ures the Enterprise concludes are appro-
priate:

i. Access controls over information sys-
tems, including controls to authenticate and
permit access only to authorized individuals

12 CFR Ch. XVII (1-1-14 Edition)

and controls to prevent employees from pro-
viding information to unauthorized individ-
uals who may seek to obtain this informa-
tion through fraudulent means;

ii. Access restrictions at physical locations
containing information, such as buildings,
computer facilities, and records storage fa-
cilities to permit access only to authorized
individuals;

iii. Encryption of electronic information,
including while in transit or in storage on
networks or systems to which unauthorized
individuals may have access;

iv. Procedures designed to ensure that in-
formation system modifications are con-
sistent with the Enterprise’s information se-
curity program;

v. Dual control procedures, segregation of
duties, and employee background checks for
employees with responsibilities for or access
to information;

vi. Monitoring systems and procedures to
detect actual and attempted attacks on or
intrusion into information systems;

vii. Response programs that specify ac-
tions to be taken when the Enterprise sus-
pects or detects that unauthorized individ-
uals have gained access to information sys-
tems, including appropriate reports to regu-
latory and law enforcement agencies; and

viii. Measures to protect against destruc-
tion, loss or damage of information due to
potential environmental hazards, such as fire
and water damage or technological failures.

b. Train staff to implement the Enter-
prise’s information security program; and

c. Regularly test the key controls, systems
and procedures of the information security
program. The frequency and nature of such
tests should be determined by the Enter-
prise’s risk assessment. Tests should be con-
ducted or reviewed by independent third par-
ties or staff that are independent of those
that develop or maintain the security pro-
grams.

4. Owversee Service Provider Arrangements.
Each Enterprise shall:

a. Exercise appropriate due diligence in se-
lecting its service providers;

b. Require its service providers by contract
to implement appropriate measures designed
to meet the objectives of the Guidance; and

c. Where indicated by the Enterprise’s risk
assessment, monitor its service providers to
confirm that they have satisfied their obli-
gations as required by section 9(b). As part of
this monitoring, an Enterprise should review
audits, summaries of test results, or other
equivalent evaluations of its service pro-
viders.

5. Adjust the Program. Each Enterprise shall
monitor, evaluate, and adjust, as appro-
priate, the information security program in
light of any relevant changes in technology,
the sensitivity of its information, internal or
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external threats to information, and the En-
terprise’s own changing business arrange-
ments, such as acquisitions, alliances and
joint ventures, outsourcing arrangements,
and changes to information systems.

6. Report to the Board. Each Enterprise
shall report to its board or an appropriate
committee of the board at least annually.
This report should describe the overall sta-
tus of the information security program and
the Enterprise’s compliance with the Guid-
ance. The reports should discuss material
matters related to its program, addressing
issues such as: risk assessment; risk manage-
ment and control decisions; service provider
arrangements; results of testing; security
breaches or violations and management’s re-
sponses; and recommendations for changes in
the information security program.

7. Implementation. a. BEach Enterprise
should implement an information security
program pursuant to the Guidance.

b. Until January 1, 2004, a contract that an
Enterprise has entered into with a service
provider to perform services for it or func-
tions on its behalf satisfies the provisions of
section 9, even if the contract does not in-
clude a requirement that the servicer main-
tain the security and confidentiality of in-
formation, as long as the Enterprise entered
into the contract on or before the effective
date.
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1750.10
1750.11

§1750.2

Subpart A—Minimum Capital

§1750.1 General.

The regulation contained in this sub-
part A sets forth the methodology for
computing the minimum capital re-
quirement for each Enterprise. The
board of directors of each Enterprise is
responsible for ensuring that the En-
terprise maintains capital at a level
that is sufficient to ensure the contin-
ued financial viability of the Enter-
prise and that equals or exceeds the
minimum capital requirement con-
tained in this subpart A.

§1750.2 Definitions.

For purposes of this subpart A, the
following definitions shall apply:

Affiliate means any entity that con-
trols, is controlled by, or is under com-
mon control with, an Enterprise, ex-
cept as otherwise provided by the Di-
rector.

Commitment means any contractual,
legally binding agreement that obli-
gates an Enterprise to purchase or to
securitize mortgages.

Core Capital—(1) Means the sum of (as
determined in accordance with gen-
erally accepted accounting prin-
ciples)—

(i) The par or stated value of out-
standing common stock;

(ii) The par or stated value of out-
standing perpetual, noncumulative pre-
ferred stock;

(iii) Paid-in capital; and

(iv) Retained earnings; and

(2) Does not include debt instruments
or any amounts the Enterprise could be
required to pay at the option of an in-
vestor to retire capital instruments.

Director means the Director of
OFHEO.

Enterprise means the Federal Na-
tional Mortgage Association and any
affiliate thereof or the Federal Home
Loan Mortgage Corporation and any af-
filiate thereof.

Foreign exchange rate contracts—

(1) Means cross-currency interest
rate swaps, forward foreign exchange
contracts, currency options purchased
(including currency options purchased
over-the-counter), and any other in-
strument that gives rise to similar
credit risks; and
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